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Purpose of the webinar

Provide the tools and concepts that any entity

participating in a H2020 action needs to know to fulfill

the EU policy and requirements with respect to data

management, security and ethics
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Agenda

 Data Management Plan in H2020 projects

 Data Protection Impact Assessment

 Open Access Research Data

 How can we start?
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DATA in H2020 projects

FORMAT

 Text

 Figures

 Multimedia

 Estructured data

 Software

ORIGEN

 Experimental 

 Simulated 

 Observed 

 Derived or calculated 

 Reference 

Nearly everything is data!

Datasets but also: reports, questionnaires, software, video/pictures,

publications, etc.
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Research Data Management
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H2020 requires…

 Data Management Plan (DMP)

It will be a live report that detailing what data the project will generate, 
whether and how it will be exploited or made accessible for verification 
and re-use, and how it will be curated and preserved

ATELIER, D1.3. Data Management Plan (M6, M33), updated annually

 Data Protection Impact Assessment (DPIA)

It includes the chapters referring to: security, ethics and privacy. In 
ATELIER the DMP (D1.3) includes the DPIA

 Open Access Research Data 

All information about Research Data and Publications and whether they
will become open or will be protected to be exploited

ATELIER, D1.7 Open Access Research Data, updated annually
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DATA MANAGEMENT PLAN
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DMP: FAIR data principles

https://ec.europa.eu/research/participants/data/ref/h2020/grants_manual/hi/oa_pilot/h2020-hi-oa-data-
mgt_en.pdf

https://ec.europa.eu/research/participants/data/ref/h2020/grants_manual/hi/oa_pilot/h2020-hi-oa-data-mgt_en.pdf
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FAIR principles

 FINDABLE

Data and supplementary materials have sufficiently rich metadata and a 
unique and persistent identifier

 ACCESIBLE

Metadata and data are understandable to humans and machines. Data 
is deposited in a trusted repository

 INTEROPERABLE

Metadata use a formal, accessible, shared, and broadly applicable 
language for knowledge representation

 REUSABLE

Data and collections have a clear usage licenses and provide accurate 
information on provenance
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Quality of Data
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Repositories

 ZENODO → OpenAir

Zenodo is a general-purpose open-access repository developed under 
the European OpenAIRE program and operated by CERN

 EU Smart Cities Information System (SCIS)

ATELIER project already published. Specifically designed to share data 
with other Smart City projects

 Other institutional repositories

 City open data portals

 Openstreetmaps

 Etc.
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DATA PROTECTION IMPACT 
ASSESSMENT
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DPIA

Regulation 2016/6791 (GDPR) will apply from 25 May 2018. Article 35 of the GDPR introduces the

concept of a Data Protection Impact Assessment (DPIA2), as does Directive 2016/6803
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What is ‘Personal Data’?

Personal data’ means information relating to an identified or identifiable natural person. 

‘An identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to 
an identifier such as a name, an identification number, location data, an online identifier or to one or more 
factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that 
natural person (art. 2(a) EU General Data Protection Regulation (GDPR)’.

Individuals are not considered ‘identifiable’ if identifying them requires excessive effort. 

Completely anonymised data does not fall under the data privacy rules (as from the moment it has been 
completely anonymised).

H2020 – Ethic Self Assessment
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DPIA

HANDLING 
PERSONAL DATA?

NO

YES

DPIA does not apply

ALREADY IDENTIFIED 
DATA PROTECTION 
OFFICER?

NO
Submmit a DATA PROTECTION PLAN
- ‘data minimisation‘ principle

- technical and organisational measures

- security measures that will be implemented to 

prevent unauthorised access to personal data

- informed consent procedures in regard to

data processing 

- Data Processing Agreement/Addendum of 

third parties who store or process personal 

data must be kept on file 

YES

Use standard 

procedures that

already have

considered
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Ethics related Data issues

 Transference of Personal Data to non-EU countries

EU Non - EU
Confirmation that such transfers comply with the 

laws of the country in which the data was collected 

(Switzerland) must be submitted

Confirmation that such transfers are in accordance 

with Chapter V of the General Data Protection 

Regulation 2016/679 (GDPR) must be submitted

The applicants must ensure that the 

research conducted outside the EU is 

legal in at least one EU Member State
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Volunteers and the Data 

 Recruitment and consent procedures will be provided
explaining the details about: 

 The procedures and criteria that will be used to identify/recruit 
research participants.

 The informed consent procedures that will be implemented for 
the participation of humans.

 Templates of the informed consent/assent forms and 
information sheets (in language and terms intelligible to the 
participants).

 If children/minors are to participate, justification for their 
participation and the acquirement of consent of their legal 
representatives will be provided



Th
is

 p
ro

je
ct

 h
as

 r
ec

ei
ve

d
 f

u
n

d
in

g 
fr

o
m

 t
h

e 
Eu

ro
p

ea
n

 U
n

io
n

’s
 H

o
ri

zo
n

 2
0

2
0

 r
es

ea
rc

h
 

an
d

 in
n

o
va

ti
o

n
 p

ro
gr

am
m

e
u

n
d

er
 g

ra
n

t 
ag

re
em

en
t 

N
o

.8
6

4
3

7
4

18

Security

Relevant EU standards, e.g., ISO/IEC 27001 and 27002 (Code of practice
for information security management), to ensure confidentiality, integrity, and 
availability. It will additionally include the Directive on security of network and 
information systems (‘Cybersecurity directive’, NIS-Directive 2016/1148) on the 
security of critical infrastructures and the ePrivacy Directive 2002/58, as well as 
European Union Agency for Network and Information Security (~) guidance. 

EU regulations

National Regulations

For the moment, we will account for Data Regulations of main entities generating 
data:
- Lighthouse Cities: National, regional and municipal laws
- Follower Cities: IDEM
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Platforms and security
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OPEN RESEARCH DATA
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Open Research Data Pilot in 
H2020

In Horizon 2020 the Commission committed itself to running a flexible pilot on 
open research data (ORD Pilot). The ORD pilot aims to improve and maximise
access to and re-use of research data generated by Horizon 2020 projects. It 
takes into account the need to balance openness and protection of scientific 
information, commercialisation and IPR, privacy concerns, security as well as 
data management and preservation questions.
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From: https://ec.europa.eu/research/participants/data/ref/h2020/grants_manual/hi/oa_pilot/h2020-hi-oa-
data-mgt_en.pdf

https://ec.europa.eu/research/participants/data/ref/h2020/grants_manual/hi/oa_pilot/h2020-hi-oa-data-mgt_en.pdf
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From: https://ec.europa.eu/research/participants/data/ref/h2020/grants_manual/hi/oa_pilot/h2020-hi-oa-
data-mgt_en.pdf

https://ec.europa.eu/research/participants/data/ref/h2020/grants_manual/hi/oa_pilot/h2020-hi-oa-data-mgt_en.pdf
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Misconceptions of ORD

 In the context of Research FUNDING

 Open access requirements do not imply an obligation to publish results. The 
decision to publish is enterely up to the grant beneficiaries. 

 Open Access does not affect the decision to exploit research results
commercially, e.g. patenting. 

 The decision on whether to publish through open access must come after the 
more general decisión on whether to publish directly or to first seek protection

From: European Help Desk factsheet “Publishing vs. patenting”

https://www.iprhelpdesk.eu/sites/default/files/newsdocuments/Fact-Sheet-Publishing-v-Patenting.pdf
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Creative Common Licenses
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Licensing H2020

...as far as possible, projects must then take measures to enable for 
third parties to access, mine, exploit, reproduce and disseminate (free of 
charge for any user) this research data. One straightforward and 
effective way of doing this is to attach Creative Commons Licence (CC-
BY or CC0 tool) to the data deposited.

Pilot on Open Research Data in Horizon 2020

Data should be covered by a CC BY license or a less restrictive license

PLoS Open Data Policy
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HOW CAN WE START?
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 Which datasets my entity will collect or process in ATELIER?

 What my entity wants to do with those datasets?

 Are we handling personal data?

 Are we working with volunteers?
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